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Foreword 


The March 11, 2004 synchronized bombing attack of commuter trains in Madrid, 
Spain prompted the members of the Transportation and Development Institute 
(T&DI) of the American Society of Civil Engineers’ (ASCE) Transportation Security 
Committee to sponsor a national teleconference two weeks later exploring the use of 
"roving security inspections" (“RSIs” collectively, or “RSI” individually) as part of 
an integrated security strategy at venue agencies. 


At that time, a joint presentation was made by Eva Lerner-Lam, M.ASCE and James 
Broder, recognized experts, respectively, in transit operations and security. Two 
experienced transit professionals, Langley Powell (former President and General 
Manager of San Diego Trolley and San Diego Transit) and Pete Sklannik (Chief 
Operating Officer of the Trinity Railway Express) discussed the approach, and 
teleconference participants joined in the subsequent question and answer session. 


The Transit Security Guidelines 

The teleconference event, co-sponsored by T&DI along with the Transit Standards 
Consortium and The Infrastructure Security Partnership on March 25, 2004, was 
covered by a variety of news media, including the Oakland Tribune, and Metro (a 
transit trade publication) magazine, generating follow-on interest among Department 
of Homeland Security and Amtrak personnel. One of the recommendations that 
emerged from the teleconference was that a set of guidelines for roving security 
inspections in transit systems be developed, vetted and published for use by transit 
and law enforcement agencies. 


This document is the result of the efforts of the Task Committee on Roving Security 
Inspections, co-chaired by Lerner-Lam and David W. Gaier, a consultant and 
journalist who specializes in terrorism and security issues. Gaier, the editor of this 
document, was a Special Agent with the US Department of State, working primarily 
in dignitary protection and physical security projects in the Middle East and the 
United States. A six-year veteran of the US Marine Corps, he served as a Marine 
Security Guard at the US Embassies in Rabat, Morocco and Beirut, Lebanon. He 
provided physical security and performed patrols at the US Naval Base, Subic Bay, 
Philippines, during an insurrection by the New People’s Army (NPA) against 
Americans and U.S. facilities by a Muslim secessionist movement. A frequent 
commentator to print and broadcast media on security subjects, especially rail and 
transit security, he has also written on foreign and Middle East policy for a number of 
magazines and newspapers. Gaier’s background, expertise and commitment to 
promulgating a standardized set of operating procedures for the benefit of transit and 
law enforcement agencies is gratefully acknowledged by his peers. 
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Extending the Guideline to all Public Venues 

This Roving Security Inspection (RSI) Guideline builds on the recommended 
practices developed for public transit and expands it to include other public venues. 
Like transit, most public venues are particularly vulnerable to terrorist attacks because 
of their open nature and the high concentrations of visitors they serve. Just as in 
transit systems, detailed individual inspections cannot be performed in an efficient 
manner, and technological solutions have proven expensive and unreliable. In 
response, the RSI approach features unannounced, frequent inspections of buildings, 
facilities, and public spaces in addition to transit system vehicles and property. It 
helps keep terrorists and others with intentions of doing harm as much on edge about 
their targets as they would like to think the targets are about them. It eliminates the 
need to inspect every venue during every hour of operation, an approach that would 
be entirely too impractical and expensive. 


The Task Committee on Roving Security Inspections welcomes comments and 


suggestions for improvements to these guidelines. Please send correspondence to 
T&DI’s Director, Jonathan C. Esslinger, P.E. at tanddi@asce.org. 
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PART I: DEFINITIONS 


All-Points Bulletin (APB) 

A communications method in which participating law enforcement agencies are 
alerted to be on the lookout for specific individual based on a specific act or 
occurrence. 


Behavior Pattern Recognition (BPR) 

BPR techniques seek to identify specific, articulable behaviors as to a person’s 
situation or intention. For example, a person who is sweating profusely on a cold 
January morning, or someone wearing a heavy, full-length coat in July may arouse 
suspicion unrelated to his or her skin color. In actual practice, this may prove difficult 
because even well-trained law enforcement officers may unconsciously include static 
appearance factors in their evaluations, and it is here that rigorous training and 
management oversight will make the difference. 


BPR is not based on profiling per se; in other words, an individual’s “static” 
appearance is not evaluated for clues to that person’s ethnicity, national origin, etc. 
Instead, behaviors and appearances unrelated to those criteria are analyzed for clues. 


Canine Team 
One EDD and its handler form a Canine Team. 


Electronic Scanning Device (ESD) 
Electronic devices designed to detect the presence of explosive materials based on 
their unique chemical signatures. 


Explosives Detection Dog (EDD) 

A canine that has been trained in the detection of explosive materials by means of 
their distinctive odors. EDDs are certified by The North American Police Work Dog 
Association (NAPWDA) and other professional associations. 


Improvised Explosive Device (IED) 
A non-military, non-commercial, explosive device designed by the builder. Typically 
contains an explosive charge, fusing venue and optional container. (FBI definition) 


Non-intrusive Inspection 

A Security Inspection performed on an unopened item — luggage, handbag, backpack, 
parcel, etc. — by means of an Explosives Detection Dog (EDD) or Electronic 
Scanning Device (ESD). 


Physical Inspection 

The examination of a handbag, briefcase, or other carry-on item conducted by a 
member of an RSI team who has jurisdiction in venue. On rare occasions, called for 
by circumstances, inspections of a person may also take place upon reasonable 
suspicion and in accordance with applicable laws and regulations. 
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Prohibited Item 

Any unlawfully possessed firearm or other improvised device capable of firing a 
dangerous projectile or ammunition; explosives (including but not limited to 
dynamite, nitroglycerin or other liquid explosive or explosive ingredient, ANFO, 
black powder, fireworks, plastic and military explosives or blasting caps); 
inflammable or combustible liquid; acid; poisonous substance, liquid or gas; 
radioactive article, substance or material; biological or hazardous material; or any 
kind of device or substance that could be used as a weapon to kill or injure, or poses a 
danger to persons, property, equipment or facilities of the venue. 


Roving Security Inspection (RSD 

An inspection carried out by any member(s) of an established RSI team, for the 
purpose of securing the venue and protecting life and property. These involve 
unannounced inspections carried out by one or more members of a designed RSI 
team, at frequent but irregular intervals, and aided by Explosives Detection Dogs 
(EDD) and Electronic Scanning Devices. 


Modeled after “Roving Fare Inspections” on European and US light rail venues, 
RSIs’ secondary purpose is to generally prevent the carrying into and placement of 
any Prohibited Items within the venue. 


Resources included in RSI teams: 

" Special police forces (sworn) specifically attached to a venue or area 
= Local police forces with jurisdiction at venue sites 

" Private security forces with law enforcement authority at venue sites 


Venue Visitor 
Any person present in the venue who is not a venue employee or law enforcement 
officer. 


PART II: SITUATION 


Situation 

Since September 11, 2001, the specter of terrorism entered the lexicon of security and 
law enforcement in a way it had never before. Terrorism as we now understand it 
presents a new challenge because while it is a crime, it is aimed at entire societies 
rather than individuals, and even a single instance of it can disrupt lives, interrupt and 
harm commerce, and call into question the foundations of civil organization. To 
defeat terrorism requires law enforcement and security officers to act in ways that 
ward off and deter terrorist acts, not merely respond effectively after one takes place. 
This significantly alters the traditional role of law enforcement as first responders and 
investigators; potentially presents legal issues and challenges; involves the public in 
their own security in new ways; and calls for a new mind-set and much more 
cooperation among federal, state and local governments and the private sector. 


Public venues are by nature open and accessible, and intended to be. They are also 
inherently insecure. Typically they include multiple entrances, and while some 
venues such as stadiums have access control points, many others are essentially open. 


Therefore, it is a daunting task to even consider establishing detailed physical and 
technology-based screening as an integral part of access control. For example, even if 
infrastructure issues could be overcome in order to accommodate screening 
equipment, stations and personnel, the cost of this equipment and retrofitting as well 
as personnel to operate these stations could be prohibitive. Beyond these, in many 
cases it is inconceivable that venue visitors would tolerate the delays and 
inconvenience involved. The bottom line is that full screening of most urban venues 
is unlikely to the point of impossibility, in the foreseeable future. 


New Ways to Think about Security 

Another problem with current security thinking and practice is that it is generally 
reactive, somewhat narrowly focused, and often time-limited. Following nearly every 
security incident or actual terrorism attack anywhere in the world, US security and 
law enforcement agencies react by ramping up the tempo and visibility of security, 
but typically return to a pre-attack posture within days, and sometimes less. This way 
of operating risks the phenomenon of so-called “alert fatigue” in which the public 
tires of the ups and downs of alerts, and simply stops paying attention. At that point, 
even serious security situations may be mostly ignored by the public and even by law 
enforcement agencies. 


For example, in August 2006 all air travel between the US and UK was disrupted 
when a plot was uncovered in suburban London in which liquid explosives were to be 
disguised as beverages and other common products, and detonated in flight by 
terrorists using devices disguised as consumer electronics. Although serious questions 
have emerged about just how far along — or even feasible — the plot actually was, for 
a week much of the world’s commercial air travel was thrown into chaos, including 
temporary security measures that banned not only liquids but all carry-ons. 
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By contrast, the approach inherent in this procedure is designed to avoid chaos 
entirely, minimize disruption, and bolster the confidence of the public as well as 
actually improve the security posture of public venues. 


The current and very real threat of terrorism makes it imperative that we identify and 
implement such reasonable security measures. It is important to note that while the 
term “Weapons of Mass Destruction” (WMD) is often taken solely to mean 
dispersive chemical or biological, or nuclear weapons, conventional explosives 
certainly constitute WMD. Moreover, the threat of conventional explosives in 
particular is significant; they are easily improvised and can be transported 
inconspicuously into all types of public facilities and conveyances. Unfortunately, 
many popular security tactics and technologies are proving to be of limited and in 
many cases, little value. For example, the London “tube” (subway) is the most 
heavily-monitored venue in the world, but while its sophisticated CCTV venue 
helped identify the July 2006 London bombers after the fact, it was not able to 
identify anyone in the act, and apparently had no deterrent value. 


This Guideline was developed to be risk-based, affordable, reasonable and practical, 
resulting in an enhanced security posture of a venue. It is based on the premise that 
countermeasures must address vulnerabilities and risks where they are most likely to 
occur, and where they can do the most harm to people and property. 


Overcoming the Inherent Weaknesses of Random Checks 

So-called random inspections or “checks” lack a focus on threat and risk, and are 
vulnerable to subconscious sexism, racism or some other psychological mindset, and 
the passive nature of the procedure. This set of Guidelines is proactive by nature, and 
makes provisions for additional, non-random inspections based on the identifiable 
and articulable behavior of persons by law enforcement. It also takes into account 
current circumstances, existing or newly-discovered threats, threat alert levels, 
guidance or intelligence information from local, state and federal law enforcement 
and Homeland Security agencies, and other relevant developments. 


Moreover, the “roving” aspect of these inspections is itself an indicator, if not a 
guarantee, that the procedure is not static or purely random, but is intelligent and 
movable, and changes with the particular location, circumstances, and ebb and flow 
of people within and around each venue. 


Guiding Principles 

The first guiding principle is scrupulously avoiding the practice or appearance of 
profiling when implementing RSIs. When using Explosives Detection Dogs (EDD or 
canine) teams, this means that the canine literally “takes the lead,” and goes where its 
instincts and training dictate. If a canine alerts, it is because the dog senses something 
potentially hazardous, which is totally consistent with the intent and mission of RSIs. 
Of course, the dog’s handler must give the canine equal access to all areas and 
persons, and must not purposely circumvent or sidestep any particular person, facility 
or location. 


GUIDELINES FOR ROVING SECURITY INSPECTIONS 5 


The second is the nature of these inspections, focusing on the inspection of items and 
property, and done so in a roving — continually moving throughout a facility or area — 
manner, as opposed to a “random” fashion in which individuals are inspected based 
on some pre-specified interval or arithmetic formula. 


PART III: AUSPICES, PURPOSE, AND BENEFITS 


Auspices 

This document and the guidelines it embodies are being developed under the auspices 
of the Transportation and Development Institute (T&DI) of the American Society of 
Civil Engineers (ASCE). 


Purpose 
To improve the security, and by extension the safety, of the public as they enter, 
inhabit and depart public venues and their environs. 


“Public venues” as defined here include, but are not limited to, the following: 


« Airports and airline terminals 

" Bridges 

" Corporate campuses and office buildings and complexes 

= Courthouses 

* Exhibition and convention centers 

" Hospitals and health delivery facilities 

" Hotels and motels 

" Indoor performance facilities such as theaters, playhouses, opera houses and 
movie theaters 

" Malls and shopping centers, standalone supermarkets and “big box” stores 

= Manufacturing and storage facilities 

= Municipal and county government and public works facilities 

= Museums and galleries 

" Military bases and facilities 

" Office buildings 

= Open-air public performance venues including outdoor sports stadiums, outdoor 
performance arenas, arts centers and “lawn” stadiums 

= Parking garages and lots 

= Marine terminals, ports and container storage areas 

= Powerplants and generating stations 

" Prisons and jails 

* Public events such as outdoor festivals and carnivals 

"Public schools and universities 

= Public venues including light rail, commuter trains, subways and elevated trains, 
train cars, buses, coaches, bus stations and shelters 

"Research facilities such as national laboratories and bio-containment laboratories 

" Stand-alone “big box” retailers 

= Water and wastewater treatment facilities 


Note: Other than stadiums owned and/or operated by public agencies or authorities, 
and publicly-owned infrastructure, most of these facilities are actually privately- 
owned. However, because they are routinely made available to and in fact continually 
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visited by the public, they will be considered public venues for the purposes of this 
procedure. 


Benefits 

The high visibility and profile of Roving Security Inspections (RSIs) throughout 
public venues and facilities can provide effective deterrence to would-be terrorists, 
and reassurance to the public of a continuing and vigilant security presence. RSIs 
represent a low cost and high cost-effectiveness security measure because they can 
involve and take advantage of line employees, and add many additional “eyes and 
ears” contributing to the security of the facility. However, RSIs are a single but 
important element of a redundant and “ductile” security system. 


PART IV: POLICY 


General Guidelines 

Roving Security Inspections (RSIs) are conducted in public spaces, and on carried 
objects such as backpacks, briefcases, purses and other items in the possession of 
venue visitors. They are also conducted on packages and objects apparently not 
belonging to any individual (“found objects’). 


Security inspections will be performed according to the procedures described in this 
Guideline. Nothing in these procedures precludes any law enforcement officer from 
conducting a lawful and appropriate stop, inquiry or arrest based on reasonable 
suspicion or probable cause, in concert with, or entirely apart from, these inspections. 


Moreover, nothing in these procedures precludes any authorized venue employee or 
law enforcement officer from performing an Inspection, should he or she determine 
that a situation warrants. 


Profiling is Prohibited 

No RSI shall be conducted based on any venue visitor’s apparent race, ethnicity, 
nationality, or religious faith or affiliation in conducting a RSI, except when 
responding to a suspect-specific alert or APB. 


RSIs will be conducted in a manner that minimizes intrusion into the privacy interests 
of venue visitors. Whenever possible, inspections will be performed primarily by 
EDD teams under the direction and command of an RSI Team Leader, and as deemed 
necessary by the Team Leader, an Explosion Detection Device operated by a trained 
law enforcement officer or other trained venue / agency employee authorized to 
perform RSIs within the jurisdiction of the venue. 


Inspections should be conducted in observance of the constitutional rights of all 
parties, with regard for the safety of all law enforcement officers, bystanders, and 


property. 


Inspections in Light of Observed Behaviors 

Under these guidelines, RSIs are conducted regularly but on a roving basis within and 
around public venues and facilities, taking into account the physical space itself as 
well as the number of visitors and the context such as a major event. Within this 
framework, however, RSIs may and in fact should also be conducted based on 
observed patterns of behavior that arouse reasonable suspicion, or meet one or more 
criteria of Behavior Pattern Recognition (BPR) guidelines. 


In the context of existing search and seizure laws, law enforcement officers interact 
with the public with the authority to stop, question and ultimately arrest citizens 
based on a framework of “reasonable suspicion” and “probable cause.” Based on 
Terry v. Ohio (1968), police may stop and question a person and even perform a 
“surface” search of the person’s outer clothing if they have reasonable suspicion that 
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the person stopped is armed. However, the officer must use specific and articulable 
facts as the basis for the stop, also known in law enforcement and legal circles as a 
“stop and frisk.” This “Terry Stop” standard was later extended to stopping people in 
vehicles. In related cases, relevant courts ruled that officers must have (an) “...an 
articulable and particularized belief that criminal activity is afoot”. 


Of course, to do that in current circumstances means that law enforcement officers 
must know something about terrorist tactics, and be trained or experienced in dealing 
with situations outside the envelope of “ordinary,” that is, non-terrorism-related 
crime. So, in order to articulate reasonable suspicion or the higher standard of 
probable cause, officers need to gather information from a variety of sources 
including the appearance and behavior of the subject. 


However, under this guideline, RSIs will take place routinely in public venues, even 
when reasonable suspicion or probable cause are absent. In cases where those 
additional circumstances obtain and thus provide cause to search a specific person or 
location, RSIs can and should be seen as a way to be even more proactive than 
frequent random inspections. 


The goal is to first and foremost to prevent a catastrophic attack, or otherwise limit 
the damage to persons and property. The legal justification to arrest and convict is 
secondary. These may seem irreconcilable, but they are not, if all participants are 
properly trained in the nuances of existing search and seizure laws. 


Related Use of Behavior Pattern Recognition (BRP) Techniques 
Unlike in Israel, Behavior Assessment Screening based on Behavior Pattern 
Recognition (BRP) techniques is a relatively new development in the United States. 


However, as in Israel, the process shows promise for identifying persons of interest 
and potential terrorists and criminals, including the use of BPR in the context of RSIs. 
Any member of an RSI team who uses BPR or similar techniques, and conducts or 
intends to conduct inspections based on these techniques, must be trained and 
certified in them, and such certification must be recognized and accepted by the 
applicable law enforcement authority (ies). 


Scope of Inspection 

The inspection of any item shall be limited to what is necessary to determine whether 
the item or property being inspected contains any prohibited items or presents any 
danger to venue visitors, employees or venue property. 


Frequency of Inspections 
The core value of RSIs derives from both the frequency and roving nature of 
inspections within the venue. 
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As a general rule, RSIs should: 


" Take place continually throughout the day, with increased frequency during 
relevant peak hours and when special events or local circumstances are likely to 
increase venue use and occupancy. 


= Not be “scheduled” per se such that a potential terrorist or criminal could time an 
attack to avoid an inspection. In other words, inspections should occur with 
considerable frequency but not in discernable patterns or at set intervals. 


= Conducted in a friendly, open and conspicuous manner not only to reassure the 
public, but also to make obvious to would-be attackers that a deterrent is in place. 


Method of Inspections 

Security inspections will be conducted by either an EDD (as part of a canine team) or 
an Electronic Scanning Device (ESD) operated by a trained RSI team member. If 
neither of these resources is available, a physical inspection may be conducted. 
Whenever possible, canine teams should check carry-on items for the presence of an 
explosive odor. 


Each inspection should be conducted generally along these guidelines: 


= The RSI team should move through the area to be inspected at a leisurely but 
measured (not inordinately slow) pace. This is intended to show that the 
inspections are routine and to reassure the public, while still inspecting as much 
venue property and as much luggage and carry-on items as possible. 


« The team leader will visually scan the area to discern any packages, baggage or 
other items that are unattended or abandoned, or that clearly do not appear to 
belong to a particular person. Any item in this category should be inspected by 
the EDD, under the direction of its handler, without delay. 


"The team should inspect all areas and property/objects within sight, paying 
special attention to packages, items and “loose” equipment. Packages and items 
that are obviously, or declared to be, in the possession of any individual are also 
subject to inspections, and should be routinely inspected by the team. 


* Within reason and as practical, team members should thank venue visitors and 
employees verbally for their cooperation as they exit any area being inspected. 


* No venue visitors or employees should be allowed to pet, touch or otherwise 
engage a canine during actual inspections. 


Training of RSI Canine Teams 
To properly orient to the unique environment of different venues, canine teams 
should train in and around venue property before actually deploying. This allows 
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training officers to "plant" materials in any location to train the dogs and the handlers. 
In particular, with respect to rail transit venues and operations, orientation to railroad 
equipment (railcars, locomotives, tracks, tunnels and stations) is essential not only to 
make the teams effective, but also to identify and uncover safety issues that may 
emerge for canines, handlers, employees and venue visitors. Remember that most 
canines will have never operated in such an environment. 


Other venue environments, which can present fewer safety-related issues but instead 
have other, unique operating issues, may also warrant extended “in and around” 
training before actual deployment. 


Rotation of RSI and RSI Canine Teams 

Up to a point, familiarity with a venue’s infrastructure is a positive element in 
security and law enforcement. However, too much familiarity can lead to 
complacency, sloppiness and possibly contribute to sub-standard performance on the 
part of inspection teams. 


In order to keep inspection teams at their most alert and fresh, RSI Teams should be 
rotated regularly through the entire venue as often as is practical. 


This team rotation is apart from the normal rotation and rest periods required for 
canines in order to keep them responsive and alert. 


Coordination with Agency Management and Operations 

Venue operations personnel must be involved in the initial planning and kept 
informed about the general patterns, frequency and procedures for teams as they are 
deployed. Ramifications on venue events, schedules, customer service and venue 
visitor reaction must be discussed to ensure that rational and sensible policies are 
enacted, and contingencies planned for. Each venue or agency’s management and 
legal counsel should also be fully informed and provide input and direction, as should 
the agency’s public affairs and public relations professionals. 


Coordination among Law Enforcement Agencies 
All law enforcement agencies that are directly involved in inspections, as well as 
those that would become involved in case of an incident or emergency must be 
informed well in advance in order to plan and coordinate responses, as well as to 
agree on jurisdictional issues and incident command. 


Depending on the jurisdictions involved, "Memoranda of Understanding" should be 
executed to ensure that RSI and RSI canine teams from outside the jurisdiction of 
local law enforcement (e.g. TSA) will be deployed in coordination with other local 
and regional law enforcement patrolling activities. 
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Physical Inspections 

In the event that neither an EDD canine team nor ESD is available, then a physical 
inspection may be conducted by having the venue visitor open the item for 
inspection. 


The team member conducting the inspection should first physically inspect the item. 
Next, he or she should manipulate the item or remove its contents to reveal and 
expose anything that may constitute a prohibited item. In the event that an article is 
found to contain another closed container or compartment that by its shape, size, 
design, or weight may conceal a prohibited item, the team member may proceed to 
open that container or compartment to further inspect. 


Property and Items to Be Inspected 

Officers are authorized to inspect all items carried into or within the venue by any 
person, found within any venue facility, and on all venue property including buildings 
and grounds including parking lots, boarding areas, ramps, utility closets, storage 
areas, etc. 


Inspection of Employee Property 

Venue employees and any personal items that they bring onto venue property are also 
subject to inspection at the discretion of the RSI team leader. A venue employee who 
refuses inspection will be subject to the same treatment and potential consequences as 
any other venue visitor. This provision is especially important given that a venue 
employee may unwittingly and unknowingly have been given an IED or weapon, or 
had a prohibited device placed in his or her personal items. 


Duration of Inspection 

The duration of each inspection shall be as long as necessary to properly carry out an 
Inspection according to established norms. When using EDDs, the judgment of the 
canine’s handler will be deemed to be the determining factor, however, in all cases 
RSI team leader is the onsite authority unless overruled by a superior officer. 


Advance and Public Notice of Inspections 

Venue management will notify venue visitors and potential venue visitors by posting 
notice signs in conspicuous locations at station entrances, within public venues, and 
at other locations on venue property, notifying patrons that all persons choosing to 
use the venue are subject to security inspection of their possessions, and, based upon 
reasonable suspicion or probable cause, their persons. Other means of 
communications, including the venue’s website, interior and exterior signage, public 
service announcements, and news releases to the media should be used on a frequent 
basis to keep the public informed. 


Proper Attire for Team Personnel 
RSIs should be conducted only by uniformed law enforcement officers or uniformed 
venue employees who have been trained and authorized to perform them. 
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If, due to urgent circumstances, plainclothes law enforcement officers or venue 
employees are assigned to conduct RSIs, they must display their badges or agency 
IDs conspicuously and identify themselves verbally to all venue visitors as is 
reasonable. 


Pre-Entrance Security Inspections 

Security inspections should be periodically conducted at a location that allows for 
inspection before venue visitors proceed through the defined entrance area(s) of a 
venue that are venue property or public property. 


Visitor Cooperation 

RSIs are conducted only on persons choosing to use/Vvisit the venue. They may also 
be conducted generally — when not connected to a specific individual — within all 
venue property including all areas in which the RSI teams have jurisdiction for law 
enforcement purposes. For example, inspections may and in fact should be conducted 
on any unattended item, package or parcel found anywhere. 


Refusal to Be Inspected 
Any person may avoid an inspection by electing not to enter venue property. 


A person who refuses to submit to a RSI (at a venue where inspections are actually 
taking place) before entering will be denied entry and asked to leave venue property 
immediately. However, any person’s refusal to allow a security inspection at an 
entrance does not by itself constitute probable cause or reasonable suspicion; 
therefore, absent other factors that would justify a search (based on probable cause or 
reasonable suspicion), a person who refuses to allow a security inspection generally 
may not be detained or questioned. On-site law enforcement personnel have the final 
say here. 


Persons who have already entered venue property, however, are deemed to have 
consented to an inspection by their presence, assuming that proper notification has 
taken place in accordance with the guidelines listed here. These persons, should they 
refuse an Inspection and also refuse to leave venue property, should be removed from 
venue property at the earliest possible opportunity and with reasonable precautions 
for the safety of other venue visitors, venue employees and the RSI team. Moreover, 
the RSI team leader should evaluate the situation based on the circumstances, the 
venue visitor’s behavior, the physical situation, and his or her law enforcement 
experience, to determine next steps. 


Nothing in this Guideline should preclude or override the team leader or other team 
member from following established procedures and adhering to their agency’s or 
department’s guidance, procedures, law or regulation. 


Procedure in Case of Refusal 
In the event that a person refuses to allow a security inspection of his or her personal 
property or carried object (which may or may not be the personal property of that 
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person), he or she will either be denied entry or requested to leave venue property. If 
the person persists in his or her demand to enter the venue, the team leader will 
intervene and explain the policy of the venue and reiterate that entrance will be 
refused unless the person allows the inspection. 


If a venue visitor who has refused to submit to a security inspection continues to 
refuse to leave the venue, the team leader will warn him or her that refusal to leave 
venue property immediately will result in the arrest for criminal trespass pursuant to 
applicable local laws and regulations. 


Reporting of Refusal to be Inspected 

Whenever a venue visitor refuses to permit a security inspection, and in addition he 
or she persists in attempting to enter the venue or refusing to leave the venue, all 
relevant information should be recorded in accordance with the RSI team’s 
established procedures, and in accordance with the relevant agency’s and/or 
applicable local law enforcement guidelines. 


Communications Issues 

RSI teams conducting Inspections may encounter a non-English speaking venue 
visitor with whom the team members have difficulty communicating. This could 
conceivably be a frequent event, especially in large, urban venues, and should be 
planned and prepared for in advance. Such planning should include: 


* The inclusion or addition of team members that speak languages other than 
English. 


" Immediate access via cell phone, two-way radio or intercom to one or more venue 
agency or law enforcement personnel who speak languages other than English, 
including Spanish at a minimum. 


= Having each team member carry a card with a written explanation of what an RSI 
is; why it is conducted; the right of refusal; and what is required of any person 
who refuses inspection. It is strongly suggested that this card be created in 
Spanish at a minimum. 


Discretionary Searches 

Team leaders may, in the normal course of performing inspections, designate a 
particular person for an inspection provided such designation is not based apparent 
race, ethnicity, nationality, religious faith or affiliation. In these cases, the search 
should be based on specific, articulable reasons such as those that trigger an 
inspection or questioning under BPR techniques, or under normal police procedure 
with respect to “reasonable suspicion” or “probable cause” as defined by case law. 


Participation of Venue Security Employees 
One of the advantages of RSIs is that venue employees can augment the RSI canine 
teams and other Roving Security Inspection personnel. But, because they lack law 
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enforcement authority and are not given in-depth training to identify and react to the 
presence of IEDs, WMDs and other potential hazards, the role of venue employees 
should be limited to: 


Moving through public venues and property to identify any conditions or 
situations of concern, or physical areas or locations that in their judgment need to 
be inspected. 


Accompanying regular RSI teams as an official representative of the venue and a 
presumed expert in venue operations. In this capacity, the employee may also be 
an extra set of “eyes and ears” as well as provide communications with other 
venue employees within and outside the facility. 


Looking for and identifying any packages or other items that are not, or appear 
not to be, in the possession of a particular venue visitor. This includes the 
following: 
o Asking all venue visitors in the vicinity if the item in question is their 
property 
o If an item cannot be identified as belonging to a venue visitor — in 
other words, unclaimed — the employee should follow the same 
protocols as listed in this document for regular RSI team members 
o If any venue visitor being asked about an item denies that the item is 
his or hers and then departs that location, the employee should not 
attempt to restrain him or her, but rather note the appearance (first) 
and behavior (second) of the person in question; write it down if 
possible, and then immediately communicate this information to any 
available RSI team, or venue security employees. 


RSI Team Operations 
The RSI team leader will: 


Oversee all Roving Security Inspections conducted during his or her watch. 


Notify the appropriate authorities of any complaints he/she has received, alleging 
any deviation or violation of applicable law or regulation with regard to security 
inspections. 


Monitor the scheduling of security inspections and ensure that the rate of 
inspections conducted is appropriate and follows established venue policy and 
local and state law enforcement guidelines. 


Review the area around entrances where security inspections are to be conducted, 
to ensure that signs are conspicuously posted, notifying persons entering the 
venue that they will be subject to a security inspection if they choose to use the 
venue. 
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Ensure that all RSI team members adhere to applicable rules and regulations and 
the core values of integrity, courtesy and professionalism while conducting 
security inspections. 


Ensure that adequate communications are available and working during the entire 
period of his or her shift, sufficient to contact the venue operations/security, law 
enforcement and emergency responders from any location, at any time. 


Weapons and Explosives Protocol 

In the event that an EDD canine team or explosive detection device alerts on an item, 
or an RSI member observes what he or she believes to be an Improvised Explosive 
Device (IED), WMD or other type of prohibited item during a Roving Security 
Inspection, the following procedures will apply: 


The team leader will instruct any person nearby to step away from the suspicious 
item and instruct team members to secure the item and clear any the public from 
the immediate area. 


The team leader will contact the venue’s security or emergency contact by the 
most efficient means, or otherwise follow the local protocol for IEDs. 


The team leader will conduct a threshold inquiry of any person believed to be 
connected with the suspicious item, to determine if any additional information can 
be obtained regarding the suspected device. This person will not under any 
circumstances be allowed to depart the area until released by a sworn law 
enforcement officer designated for this purpose. 


If the team leader is unable to determine the exact nature of the device and/or 
weapon, it will be considered an IED and the appropriate law enforcement and/or 
bomb disposal unit will be summoned. In this case the team leader will 
immediately implement a full-scale evacuation of the immediate venue property 
in accordance with established evacuation protocols. 


